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4DAlert

The Version Control of Databases

It is no longer optional to treat changes to the database like code. This allows the teams to have traceability, rollback and predictable deployments when
schema updates, migration scripts and reference data are tracked appropriately. Having all of the DDL, migration and config under version control is
invaluable in order to be able to audit the changes as well as the cause of each change is evident - something that is invaluable as release cadence increases.

What the market is telling (competitive snapshot)

Top platforms always feature the same theme: Git-based version control is a necessity in terms of database reliability.
Migration-driven migration tools such as Flyway and Liquibase, controlled change reviews such as Redgate products, and
current toolsing such as Bytebase will send deliver models based on GitOps-first. Each of them points to the structured
change tracking, release replicability, and automated checks - demonstrating the importance of the strong version control
practices in the context of the contemporary teams.

The main advantages of a practical, which you will
not wait long to notice

Pros

Imimediate bepefits

Batter accountability

Practical approach

@ Cons

Initial setup

Learning eurve

° Fewer production surprises. Migration
Versioning Migration versioning exposes
the specifics of the change that occurred
and provides rollback paths.

° Faster, safer CI/CD. Migrations are
checked with pipelines against the repo to
ensure that no changes that were not
intended to circulate are passed.

° Better accountability. Each change in
the schema is associated with a commit,
review or ticket.

These benefits are only achievable when
the version control is uniformly applied
throughout the environment and
particularly where there are daily releases
and restructuring that occur at high rates.

Suggested strategy (in line with market leaders)

prod remain in line.

Always playbooks of competitors suggest:
APN Use migration-based workflows as the default mechanism of handling schema updates.

Commit all the scripts, seeds and change artifacts to Git and have full version control.

The validation is to be automated with schema checks and CICD schema compare to ensure that dev, test, and

e Conduct integration testing Run migrations in a separate environment before integration.

Such a combination of Git tracking, automated validation and regular deployments is the current minimum across

competitive platforms.

The best way to embrace it without interference




Begin with minor modifications: version your current scripts, introduce PR review of schema changes, and a pipeline job to
perform migration in a test environment. In the course of time, increase to automated rollback tests and pre-deployment
tests. When the engineers start to use version control as a source of truth, the changes become more predictable and
secure even at scale.

Combining it with CICD schema compare makes sure that any unintentional drift or unforeseen changes will be detected
right away, when they do not get to production.

Where 4DAlert fits in

4DAlert introduces smarts and robotization

of workflows that are version-driven. Whereas version control can follow intent, 4DAlert can follow reality. It detects
schema drift, puts non-versioned changes into the crossfire, brings high-impact changes to the forefront and keeps
environments hale and true to the versioned base.

Versioned migrations + real-time visibility: When combined, versioned migrations provide the engineering team with the
full picture of how the database evolved, starting with proposed changes and ending with the outcomes of the production.

e Rapid self-assessment questionnaire.
e Monitor all the migrations in the database in Git. 40Aert Schema Managemenl Cycle

e Add schema checking and drift checking to your
CI/CD.

e Compare CICD schema to constantly ensure L T
environment conformity.

e Stipulate that PR reviews be done on all schema
updates.

e Track drift with such platforms as 4DAlert.

When these steps are established, version control will be the
foundation of a stable, safe and scalable database operations '
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